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Bid Number/gyel waies (Rs geam):
GEM/2023/B/3214331
Dated/fgaiar : 04-03-2023

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

20-03-2023 20:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

20-03-2023 20:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

60 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Finance

Department Name/[A#9r & =re1

Regional Rural Banks

Organisation Name/@316d & =1

Odisha Gramya Bank

Office Name/@aie I &l =TH

Head Office

Item Category/#ig Bl

Vulnerability and Penetration Testing

Contract Period 2 Year(s)
Years of Past Experience Required for
same/similar service/>i/a# a3t & AT |3 vyear (s)
&G Rera sgHa & af
MSE Exemption for Years of
Experience/3i¥d & auf & vaATHS ¥/ and No
Turnover
Startup Exemption for Years Of v

es

Experience/3iHd & auf & FIE3T g/

Document required from seller/fghdar & &
AT SEAAS

Experience Criteria,Certificate (Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Bid to RA enabled/Rs & Rayl el aftha frar

Yes

RA Qualification Rule

H1-Highest Priced Bid Elimination

ITC available to buyerfhdl & fau 3udey

IMSEH

Yes

Type of Bid/S3 & uaR

Two Packet Bid

Time allowed for Technical Clarifications

during technical evaluation/d&eld HeAihed &
aNra cepelidh! TUEIAIOT ¥ A WA

3 Days
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Bid Details/f5 faaor

Evaluation Method/fcid ugfd Total value wise evaluation
Financial Document Indicating Price Y
. es
Breakup Required
EMD Detail/3uas faaor
Required No
ePBG Detail/&fidish fazor
Required No
Splitting/fasrsiet
Bid splitting not applied.
Mil Compliance
MIl Compliance Yes

1. If the bidder is a Startup, the bidder shall be exempted from the requirement of "Bidder Turnover" criteria and
"Experience Criteria" subject to their meeting of quality and technical specifications. If the bidder is OEM of the
offered products, it would be exempted from the "OEM Average Turnover" criteria also subject to meeting of
quality and technical specifications. In case any bidder is seeking exemption from Turnover / Experience Criteria,
the supporting documents to prove his eligibility for exemption must be uploaded for evaluation by the buyer.

2. Years of Past Experience required: The bidder must have experience for number of years as indicated above in
bid data sheet (ending month of March prior to the bid opening) of providing similar type of services to any
Central / State Govt Organization / PSU / Public Listed Company. Copies of relevant contracts / orders to be
uploaded along with bid in support of having provided services during each of the Financial year.

3. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

4. Reverse Auction would be conducted amongst all the technically qualified bidders except the Highest quoting
bidder. The technically qualified Highest Quoting bidder will not be allowed to participate in RA. However, H-1
will also be allowed to participate in RA in following cases:

i. If number of technically qualified bidders are only 2 or 3.

ii. If Buyer has chosen to split the bid amongst N sellers, and H1 bid is coming within N.
iii. In case Primary product of only one OEM is left in contention for participation in RA on elimination of H-1.
iv. If L-1 is non-MSE and H-1 is eligible MSE and H-1 price is coming within price band of 15% of Non-MSE L-1
v. If L-1 is non-MIl and H-1 is eligible MIl and H-1 price is coming within price band of 20% of Non-Mll L-1

Additional Qualification/Data Required

Payment Terms:The invoice value of the VAPT Audit shall be paid on arrear after successful completion and
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submission of VAPT audit of all items at DC, DR and HO in a event with 2 round of audits and on submission of
final reports along with hardening documents. Payment shall be released by Head Offices (ITD) on submission of
GST complaint Invoice

Scope of Work:1677765321.pdf

Format of Non disclosure agreement:1677764605.pdf

Format to be uploaded by buyer for the breakup of components on cost/price offered by Service
Provider in the Bid:1677765336.pdf

Vulnerability And Penetration Testing (1)

Technical Specifications/dali fafAFar

Spe_cufuca Values
tion

Core

Scope of -

VA Network , Web Application , Servers

Activities Security Infrastructure Review , Data Communications and Network Control Review , Secure
Configuration Review (Devices/OS) , Application Security Audit (OWASP Top 10) , Malware Analysis

of VA . . - L .
, Security Code Review , Pre-hosting assessment of applications , Hardening Report

Activities || Vulnerability Addressing , Plug-in solution to be recommended , Application Security Audit

of PT (OWASP Top 10) , Ethical Hacking

Standards

to be ISO27001:2018 , Cyber Security Framework of NABARD for RRBs

followed

CERT-In

empanel Yes

ment

required

Addon(s)

Input Tax Credit(ITC)/zelqc & Hf2c(3MEERM) and/ a1 Reverse Charge(RCM)/Rad uHR (3IRHATH) Details

ITC on GST/SITHE W FAYE X hisc ITC on GST Cess/SHTHET 3UdT &Y shise

50% NA

Additional Specification Documents/3ifafR® AR crarRs

Consignees/Reporting Officer/mRcd/Raiféar 3fQesrd
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https://bidplus.gem.gov.in/resources/upload_nas/MarQ123/bidding/biddoc/bid-4514430/1677765321.pdf
https://bidplus.gem.gov.in/resources/upload_nas/MarQ123/bidding/biddoc/bid-4514430/1677764605.pdf
https://bidplus.gem.gov.in/resources/upload_nas/MarQ123/bidding/biddoc/bid-4514430/1677765336.pdf

S.No./w. || Reporting/Officer/ Quantity To Additional

Consignee

QR /R Address/adr be set as 1 Requirement
A

751030,0disha Gramya Bank
Alingan Patra Head Office Gandamunda 1 N/A
Khandagiri Bhubaneswar

Buyer Added Bid Specific Terms and Conditions/sa g s a1 Rz i Ry ot

1. Generic
OPTION CLAUSE: The Purchaser reserves the right to increase or decrease the quantity to be ordered up
to 25 percent of bid quantity at the time of placement of contract. The purchaser also reserves the right to
increase the ordered quantity by up to 25% of the contracted quantity during the currency of the
contract at the contracted rates. Bidders are bound to accept the orders accordingly.
2. Certificates
Bidder's offer is liable to be rejected if they don't upload any of the certificates / documents sought in the
Bid document, ATC and Corrigendum if any.
3. Generic
Malicious Code Certificate:
The seller should upload following certificate in the bid:-
(a) This is to certify that the Hardware and the Software being offered, as part of the contract, does not
contain Embedded Malicious code that would activate procedures to :-
(i) Inhibit the desires and designed function of the equipment.
(ii) Cause physical damage to the user or equipment during the exploitation.
(iii) Tap information resident or transient in the equipment/network.
(b) The firm will be considered to be in breach of the procurement contract, in case physical damage, loss
of information or infringements related to copyright and Intellectual Property Right (IPRs) are caused due
to activation of any such malicious code in embedded software.
4. Buyer Added Bid Specific Scope Of Work(SOW)
File Attachment Click here to view the file.
5. Buyer Added Bid Specific ATC
Buyer Added text based ATC clauses
Audit Quote:
An audit event represents all activities starting from 2 rounds of VAPT audit of "all servers, networking equi
pment and applications installed at DC, DR and Head Office of OGB" and till submission of Final report alon
g with Hardening reports.
Bidder shall quote price for an event inclusive of cost towards physical visit to all three location for audit.
Disclaimer/sr=axo
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2023/Mar/GEM_2023_B_3214331/CLM0012/SOW_d3671699-26ee-4d17-95571677765738752_alingan.patra@odishabank.in.pdf

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. Any clause(s) incorporated by the Buyer regarding following shall be treated as
null and void and would not be considered as part of bid:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process.

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

© ® N Uk

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

This Bid is governed by the General Terms and Conditions/arar=g f@3a 3R erd, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in General Terms and Conditions/@Tar=a f@zar 3R oK is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws/ST# I FTHT Al & WS 26 & HGH H AT & WY HH A WS A arel U F X § W
W giady & TE9 F AT F AT qH AT WS RS ared T a7 drs o = 3@ g # s g & fow it oy o
Sig g% a5 ¢ arer FaH wREd & wE Ghgd alfds & W9 dd FHT [T T S Igurel Bl aen AR B o
I BYOT RFT ST T SEH AUl o B W HIIT Bl dehrel AT XA AR Plefed & AT AT BN Hlefell PRars
P ITUIT BT |

---Thank You/4=arg---
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https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20230304
https://bidplus.gem.gov.in/bidding/bid/bidsla/20380078224900
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